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DIRECTOR OF CENTRAL INTELLIGENCE
Security Committee

SECOM-D-196
12 October 1984

AH. ERYY-3041+)
DIARY- 2a2el)

MEMORANDUM FOR: Director of Central Intelligence

VIA: Executive Director
Director, Intelligence Community Staff
Deputy Director, Intelligence Community Staf

FROM: | STAT
Chairman, SECOM

STAT

SUBJECT: Advisory Panel on Overseas Security
REFERENCE: A. Ltr for DCI fm Sec State, dtd 16 Aug 84, (ER 84-3047/1) .
B.® Memo for fm Charles Hill, dtd 6 Aug 84, STAT

Subj: The Secretary's Advisory Panel on
Overseas Security: Tasking Requirements, (ER 84-3047)

Attached for signature is a proposed acknowledgement of Secretary
Shultz's letter to the DCI (Ref A) advising of the formation of an Advisory
Panel on Overseas Security to study and make recommendations regarding the
security of overseas diplomatic missions. The response advises the State
Department that both CIA and Intelligence Community security organizations

should be consulted and tasked in support of the Panel. A

STAT

Attachment:
As Stated
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Ty The Director of Central Intelligence
3

Washington. D. C. 20505

19 OCT 1984

The Honorable George P. Shultz
The Secretary of State
Washington, D.C. 20520

Dear George:

I read your letter of August 16th regarding the Advisory Panel on
Overseas Security with great interest. This effort is an even more
compelling one now in light of the 20 September bombing of the American
Embassy in Beirut.

We will, of course, cooperate fully with the Panel and its staff in
this matter of mutual concern and benefit. I have notified my Director of

Security, and the Chairman of my Intelligence Community STAT
Security Committee, of my commitment to this effort.
They stand ready to assist in any way possible.
Sincerely,
7s7 Biif

William J. Casey
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Subject: Advisory Panel on Overseas Security

Distribution: SECOM-D-196
Orig - DCI
- D/ICS § DD/ICS :
- Executive Regi '
- D/0S, STAT
SECOM Chrono -
- SECOM Subject
- ICS Registry

[ S S S
]
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ROUTING AND RECORD SHEET

SUBJECT: (Optional)

The Secretary's Advisory Panel on STAT

Overseas Security

FROM: EXTENSION | NO.

STAT

Director of Securitv

DATE

19 SEP 1334 STAT

TO: (Officer designation, room number, and

DATE
building)

OFFICER'S
INITIALS

C

COMMENTS (Number each comment to show from whom
to whom. Draw a line across column after each comment.)
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United States Department of State

m'lshin{__zlou, D.C. 20520 | Executive Registry

B 0971

S/S Memo File
: August 6, 1984

(2 : | %lngw—ff s

LIMITED OFFICIAL USE

d :
) MEMORANDUM FOR: D - Mr. Dam
P - Mr. Armacost
E - Mr. Wallis
T * - Mr. Schneider . .
M- - Mr. Spiers
i M/CT - Mr. Sayre o :
M/OFM Mr. Nolan . o ' #
C .. - Mr. Derwinski - . . . e . .
A ~ Mr. Lamb ' ' ‘ @
. a/oc Mr. Ribor - o o
o A/SY - ~Mr. Fields N 4 .
' AF = Mr. Crocker
ARA - Mr. Motley .
EAP - Mr. Wolfowitz - . . -
EUR - Mr. Burt . o S .
NEA - Mr. Murphy . L
- INR - Mr. “fontgomery- . g .
INM - Mr. DiCarlo B . .-
L - Mr. Robinson :
"s/p - "Mr. Rodman . : STAT
- NEA - Mr. Murphy
ciA - | |
DIA - LTG Williams ’ .
NSA - | | STAT
" SUBJECT: ‘ The Secretary's Advisory Panel on Overseas:
Security: Tasking Requirements
COORDINATOR: Richard Shinnick, A, Room 6313, 632-8414
S/S ACTION
OFFICER: Gerry Anderson, Room 7241, 632-1522

This memorandum assigns responsibilities‘for the
preparation of briefing materials for the Secretary's Advisory
Panel on the Security of U.S. Missions Abroad.

The Secretary has mandated the Advisory Panel to undertake
a comprehensive examination of our security strategy. looking
as far into the future as possible, and estimating the
resources needed to cope with the changing security threat to
U.S. facilities on a new strategy and its funding.

LIMITED OFFICIAL USE
. * 3 0S REGISTRY

. P ¥/g
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To that end, action bureaus should prepare the following

initial background papers:

-

An interagency cleared assess-—

ACTION

A/SY

ment of the future terrorist,
criminal and mob violence
threats to US missions and

personnel abroad

Country-by~country interagency INR.
cleared assessment of U.S.

ability to track potential .
threats (Are we likely to be .

" surprised?)

‘'Diplomatic actions taken over
the last ten yars in support

M/CT

of ‘our security and counter-

terrorism programs’

Thé statutory framework which L
governs protection of foreign
diplomats in the U.S. and our
security programs abroad; i.e.,
laws,. jurisdiction, agreements,

procedures

An account of what happened in
and lessons

Beirut and Kuwait,

A/SY

learned, including all communi-
cations between the Department
and security personnel and any

" warnings received

An analysis of the potential

A/SY

for electronic or physical
penetration of our embassies
and other installations

A status report on our posts'

M/CT

emergency action planning

LIMITED OFFICIAL USE

=¥
b

e

*

CLEAR

P, M, OSPG*,
M/CT, INR, AF,

.ARA, EAP, EUR,

NEA

P, M,.n/SY,

AE, ARA, EAP,

. EUR, NEA, CIa,

DIA, NSA
P, M, M/OFM

P, M, M/OFM,
A/SY

P, M, M/CT,
INR, A/OC, NEA

P, M, A/oOC,
NSA, CIA

P, M, AF' ARAI
EAP, EUR, NEA
s/s-0, A/sY
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LIMITED OFFICIAL USE
-3-
* *)SPG: Overseas Security Policy Group. Comprised of the
Security Directors of the Foreign Affairs Agencies. State
DAS for Security is Chairman. ,

- FORMAT

Use plain bond for ‘the background papers. Center the . paper
title on the top of the first page. Classification should be
noted on th bottom center of each page. Drafting and. clearing .
information is to be put on a separate page at the end of the '
report, with the title of the report also clearly 1nd1cated., P

The Panel seeks a detailed report in each area of 1nqu1ry.
Therefore, no length llmltatlon is set for the papers. <.

Please clear the reports beyond the 1nd1cated clearance if
it is approprlate to do so.: .. . .

- ~ L -

5DUE“‘DATE '

All background papers are due in s/s- S no later than COB on .

Bomsim —o

- . e~

@\ D Yol

Charles Hill
Executlve Secretary

LIMITED OFFICIAL USE

—e—

*
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A/SY/OPS/T TECHNCAL PENETRATION THREAT LIST
Y ‘

The following lists were:last updated in the Summer of 1984. They
represent SY/T's assessment of probability of attempted technical
penetration. by host:or third country sources agalnst U.S. Embassies
and Missions in the specified location. This list is compiled
solely to indicate probab111ty of targeting based on information

- currently available, and should not be relied upon-as the sole
determinant when analyzing risk.
The following descriptions explain the basis for assigning a Foreign
Service Post into one of the respective three categories:

GROUP I - HIGH THREAT: - contalns a comp11at1on of those posts
“-found in Communist Countries and 1n those countriesi:where:werhave
@revious;gndlscoveredmpenetrat1ons. B ‘

GROUP IT - MODERATE THREAT' Posts in thlS category are 11sted
because the host country-is under substantial Communist influence,:
has the ability and a vested interest in collecting intelligence for
its own use, or allows an atmosphere that is conducive to
intelligence efforts by third country representatives.

GROUP III - LOW THREAT: Posts listed in this category are
located in countries where the indigenous threat is low, and where
the atmosphere is not conducive to foreign intelligence services
mounting a successful attack.

SECRET
DECL: OADR

-
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SECRET

GROUP I - HIGH THREAT

Addis Ababa Amman
Antananarivo Q, - Beijing
Belg:q@e ' Berlin (QDR)
Braz;&?ille . _ | Bucharest
Eﬁdaéest | 'Colombo
Guangzhou— Harare )
", Havana Kabul V//
Krakow , " Leningrad
Managua Maputo v~ a
Moscow ' Poznan
Prague o ‘Rangoon
Shanghai- » Sofia
Tripoli - Vientianeb//
Warsaw Zagreb
SECRET

DECL: OADR

-
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Abidjan
Alexandria
Asuncign
Baghdad
Bangui
ée:iiﬁ
Bogota
Braéilia‘
Buenos Aires

Cairg

PR s e

Cape Town-

’Chiang Mai-

DaKay
Dhahran
Doha -
Dublin
Freetown
Georgetown
Hong Kong
Izmir
Jidda
Karachi
Kigali

Kuala Lumpur

SECRET

" GROUP II - MODERATE THREAT

Abu Dhabi
Algiers
Athensv//
Bamako®
Beirut

Bern

Bombay
Bridgetown
Bujumbura
Caléutta
Caracas
Conakry:
Dam'éscus*?
Dhaka

Douala
Dusseldorf \
Gabarone L/////
Guatemala
Islamabad
Jakarta
Johannesburg
Kathmandu
Kingston

Kuwait

SECRET
DECL: OADR

.
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Accra.

Ankara /

Auckland

‘Bangkok

Belfast
Blantyre
Bonn

Brussells '///‘
Bukavu
Canberra
Casablanca
Copenhagen
Dar es Salaam
Djibouti
Dubai
Frankfurt
Geneva“g//
Hamburg
Istanbul “/
Jerusalem
Kampala
Khartoum
Kinshasa

La Paz
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Lagos
Lilongwe.
Bondona -
EUEHBEEY
Manila .
Monrovia
Mﬁnich
Nairobi
Niamey

oran
-Ouagadougou
Paiis
Pretoria 4~
Reykjavik
Rotterdam
Sanaa

Seoul
Stuttgart
Tegucigalpa
Tokyo V/
Tunis
Vienna

Yaounde

SECRET

- GROUP II - MODERATE THREAT

Lahore

Lima
Lubumbashi
Madrid
Maseru
Montevideo
Muscat

New Delhi VC;/
Nicosia
Gsiocl
Palermo

Port Louis

‘Quito

Rio de Janeiro
San Jose
Santiago/
Singapore
Sydney

Tel Aviv
Toronto

Udorn

WashingtonVC;/

Zurich

SECRET

DECL: OADR

=

Libreville
Lisbon
Manama
MbaASane
Montreal

N'Djamena

Nouakchott
Ottawa“
panama
éort-au-Prince
Rabat =
Rome

San Salvador
Santo Domingo
Stockholm
Tangier

The Hague
Trieste
Victoria

Wellington

Declassified in Part - Sanitized Copy Approved fér Release 2012/01/13 : CIA-RDP86M00886R000200110003-8




D_ecl_assi.fied in Part - Sanitized Copy Approved for Release 2012/01/13 : CIA-RDP86M00886R0_002001 10003-8

Adana
Barcelona
Bilbao
Calgary
Contonou 3
Edinburgh
Genoa
Halifax
Kaduna
Madras
Marseille
Mazatlan
Milan

Naha

Nuevo Laredo
Paramaribo

Ponta Delgada

Porto Alegre

Recife
Sao Paulo
Songkhla
Surabaya
Tijuana

Winnipeg
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SECRET

GROUP III - LOW THREAT

Amsterdam
Barranquilla
Bissau
Caracao
Cuidad Juarez
Florence
Guadalajara
Hamilton
Lome

Malabo
Martinque
Melboune
Mombasa
Naples
Oporto

Perth

Port Moresby
Praia

Riyadh
Sappora

St. John's
Suva

Valletta

SECRET

DECL: OADR

=

Angnggﬁ
Belfast
Bordeaux )
Cebu

Durban
Fukuoka
Guayaquil
Hermosillo
Lyon
Maracaibo
Matamoros
Merida
Monterrey
Nassau
Osaka-Kobe
Peshawar
Port-of-Spain
Quebec
Salvador de Bahia
Seville
Strasbourg
Thessaloniki

vVancouver
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